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The Impact of Online Situational Contingency on Spear Phishing Susceptibility: A
Perspective of Temptation and Restraint

WANG Zhiying, SHI Tingting, DIAO Yajing, WANG Nianxin, GE Shilun
( School of Economics and Management, Jiangsu University of Science and Technology, Zhenjiang

212100, China )

Abstract Given the severe threats of spear phishing in online context, this paper focuses on the interplay between

temptation and restraint moderated by online situational contingency. It constructs an influence model of spear phishing
susceptibility with proposed research hypotheses, which are empirically tested using structural equation modeling. The data

analysis results show that cue persuasiveness and online exclusion play a significant moderating role in the online information

sharing willingness under the balance of temptation and constraint, and the online information sharing willingness plays a

mediating role. The study extends the online situational research on the impact of spear phishing susceptibility , and provides some

references for the practice of reducing spear phishing susceptibility.

Key words Spear phishing, Online information sharing willingness, Temptation and restraint model, Online situational

contingency
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